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Abstract. RFID (Radio Frequency Identification) systems are emergsigne
of the most pervasive computing technologies in historytdubeir low cost and
their broad applicability. Although RFID networks have maudvantages, they
also present a number of inherent vulnerabilities withaesipotential security
implications. This paper develops a structural methodolog risks that RFID
networks face by developing a classification of RFID attapkssenting their im-
portant features, and discussing possible countermesasthe goal of the paper
is to categorize the existing weaknesses of RFID systemisas@tbetter under-
standing of RFID attacks can be achieved and subsequently efiicient and
effective algorithms, techniques and procedures to cothiese attacks may be
developed.

1 Introduction

RFID networks exist in a broad range of environments and- ttagiid proliferation
has been underway for quite some time. RFID systems corfsiistyointegrated cir-
cuits equipped with antennas (RFID tags), that communigdtetheir reading devices
(RFID readers) using electromagnetic fields at one of ségéaadard radio frequen-
cies. Additionally, there is usually a back-end databaaedbllects information related
to the physically tagged objects.

RFID systems are vulnerable to a broad range of malicioagkdtranging from
passive eavesdropping to active interference. Unlike iredvinetworks, where com-
puting systems typically have both centralized and hosedalefenses (e.g. firewalls),
attacks against RFID networks can target decentralizetd pathe system infrastruc-
ture, since RFID readers and RFID tags operate in an inHgnamstable and poten-
tially noisy environment. Additionally, RFID technology €volving quickly — the tags
are multiplying and shrinking - and so the threats they aseeptible to, are similarly
evolving. Thus, it becomes increasingly difficult to havdabal view of the problem.

Threat models are necessary for managing risks efficidntlthis paper, we will
structure the most common RFID attacks into layers (rejdietinot identical to, 1ISO
layering), both enumerating the threats as well as offepintgntial defenses for each
layer.

The rest of this paper is structured as follows: Section 2gan overview of our
layering and classification criteria. Section 3 discuskegphysical layer, while Section
4 covers the network and transport layers. Section 5 coadkenapplication layer, and
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Section 6 focuses upon the co-called “strategic layer’t(tiva will define). Finally,
Section 7 describes RFID-based attacks that cut acrosgptautyers, and Section 8
concludes the paper.
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Fig. 1. Layers of RFID Communication.

2 Classification Overview

In this paper we classify attacks based on the layer thataetk is taking place giving
the special characteristics and discuss possible avaitailitions that can be used in
order to combat these attacks. We discriminate attacksateaieployed (Fig. 1) in the
physical layer, the network-transport layer, the appiicatayer and the strategic layer
as well as multilayer attacks which affect more than onerlaye

Other classifications of possible threats and risks in RFéBvorks have also been
proposed ([1], [2], [14], [22]). Avoine et al. [1], Ayoade aL [2] and Garfinkel et al.
[14] have focused on privacy threats while Karygiannis eff22] have proposed a
detailed taxonomy of network, business process and bissintedligence risks. Avoine
et al. [1] demonstrate that privacy issues cannot be solvémbut looking at each layer
separately. We expand upon this by examining also othesstgpé¢hreats and give a
better overview of the problem by discussing possible cenmé¢asures in each case.

More specifically, in the physical layer we include attachkattaffect the Radio
Frequencies (RF), the hardware of readers and the RFID taphysical devices. In
network-transport layer we describe attacks that take ratedge of the implemented
RFID protocols such as the standards ISO 15693/14443/1889BPC Gen-2 or other
proprietary protocols. In the application layer we inclad&cks that exploit vulnerabil-
ities of the commercial enterprise middleware and apptioatsuch as Oracle, SAP or
the EPCIS/ONS servers. Finally in the strategic layer iategl with logistical factors,
real world constraints and costs vs utility tradeoffs. lis tayer we include attacks that
take advantage of critical information that is related ® pinoduction, the organization
and the expansion policies that are adopted in competitiginbss environments as
well as privacy and targeted security threats. Finally weats a separate category of
multilayer attacks that exploit vulnerabilities from miple layers. The detailed classi-
fication is depicted in Figure 2.
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Fig. 2. Classification of RFID attacks.

3 Physical Layer

The physical layer in RFID communications is comprised efphysical interface and
the RFID devices. The adversary in this layer takes advantdghe wireless nature
of RFID communications, their poor physical security aneittinsufficient resilience

against physical manipulation. This layer includes atattlat permanently or tem-
porarily disable RFID tags as well as relay attacks. Funtiwee, we discuss possible
countermeasures.

3.1 Permanently Disabling Tags

Permanently disabling RFID tags include all the possilskesor threats that may have
as a result the total destruction or substantially degragestation of an RFID tag.
Possible ways of rendering an RFID tag permanently inoperate tag removal, tag
destruction or using the KILL command.

Tag Removal.Since RFID tags present poor physical, security, RFID tagsdre not
embedded on items can easily be removed from an item and rhagguently attached
to another one (just like “switching” price tags). A triviekample of tag removal could
be the malicious attempt of a thief in a supermarket to svilietRFID tag of an expen-
sive product with that of a cheaper one and pay less at checkoig kind of threat is a
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reality that can be easily performed without the requireneéspecial technical skills
and poses a fundamental security problem. However, thes ¢§@ttack does not have
the potential to be carried out in a massive scale.

Tag Destruction. Based on the same concept of poor physical security, a tagomay
physically destroyed intentionally even if there is no sfiegain for the attacker. An
RFID vandal who is just interested in annoying people orutisng operation may eas-
ily destroy RFID tags with poor physical protection. But evERFID tags escape from
the malicious intentions of a vandal they are still susta#ptof possible destruction
caused by extreme environmental conditions such as toodrigho low temperatures
or even abrasion caused by rough handling. Moreover, deB¥B tags can be rendered
inoperable by removing or discharging their batteriestti@mmore, RFID tags are ex-
tremely sensitive to static electricity. RFID tags’ electic circuits can be damaged in
an instant by electrostatic discharge caused by conveytsrdrehigh energy waves.

KILL Command. The Auto-ID center [3] and EPC global created a command 8peci
cation called KILL that is able to permanently silence anREg. According to this
scheme, each RFID tag has a unique password which is defindtebyanufacturer
of the tag and its use can render an RFID tag permanently iabfee Although this
feature can be used for privacy reasons it is obvious thabeaxploited by malicious
adversaries in order to sabotage RFID communications.

3.2 Temporarily Disabling Tags

Even if an RFID tag escapes the threat of permanent disahbleihes still possible for

it to be temporarily disabled. A prospective thief can uselminium foil-lined bag
(a simple Faraday Cage (FC)) in order to shield it from et@oagnetic waves (such as
those of the checkout reader) and steal any product unbeduRFID tags also run the
risk of unintentional temporary disablement caused byrenwnental conditions (e.g. a
tag covered with ice). Temporarily disabling tags can aksodsult of radio interference
either passive or active.

Passive Interference Considering the fact that RFID networks operate in an inher-
ently unstable and noisy environment their communicatiorendered susceptible to
possible interference and collisions from any source abraderference such as noisy
electronic generators and power switching supplies. Thésference prevents accurate
and efficient communication.

Active Jamming. Although passive interference is usually unintentional attacker
can take advantage of the fact that an RFID tag listens iridigtately to all radio
signals in its range. Thus, an adversary may cause eleajrogtia jamming by creating
a signal in the same range as the reader in order to prevenfrtag communicating
with readers.

3.3 Relay Attacks

In a relay attack an adversary acts as a man-in-the-middieadversarial device is
placed surreptitiously between a legitimate RFID tag aratlee This device is able
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to intercept and modify the radio signal between the legitértag and reader. Subse-
guently, an ephemeral connection is relayed from the tegite tag/reader through the
adversarial device to the legitimate reader/tag. Theitagie tag and reader are fooled
into thinking that they are communicating directly with bather. To make this type of
attack even more sophisticated, separate devices couktldeane for the communica-
tion with the reader and one for the communication with thé{R&g. Of great concern
is the fact that relay attacks may be successful even froreiderable distances. For
instance, a relay attack could be used to charge a paymem tidtim’s RFID card.
Recently, a German MSc. student [33] proved the vulnetgoli the Dutch public
transport by performing a relay attack on the Dutch tranet. The student just im-
plemented the “ghost and leech” model as described by Kfivegmal [24] and created
great concerns for the $2 billion Dutch public transporteys

3.4 Defenses against Physical Layer Attacks

In order to safeguard RFID systems against low-tech attagkk as permanently or
temporarily disabling tags, traditional countermeaswsfesuld be used, such as in-
creased physical security with guards, fences, gatesetbdbors and cameras [23].
Thus, intentional and unintentional physical destructenwell as use of aluminum
foil lined bags could be mitigated. Tag removal could be pregd by adopting these
policies of physical surveillance or by using stronger waysvoid easy removal of
tags (e.g. stronger glue, embedding tag in products). tiotea of unintentional radio
interference could also be limited by using walls opaquestevant radio frequencies
[23]. Furthermore, unauthorized use of KILL commands cdagdprevented with ef-
fective password management. For instance, the KILL conghfan Class-1 Gen-2
EPC standard [10] tags requires a 32-bit password. For titegtion against relay at-
tacks possible approaches could be the encryption of thB® RE&inmunication or the
addition of a second form of authentication such as a paskveoPIN or biometric
information. However, this requirement definitely elimies the convenience and ad-
vantages of RFID communication. Another possible way toteurelay attacks is the
distance bounding protocol based on ultra-wideband paiseunication proposed by
Hancke et al. [15]. Another interesting approach that candssl to safeguard RFID
systems against attacks (including physical layer at)agks proposed by Bolotnyy et
al. [5]. More precisely, they have proposed a hardware<bapproach that relies on
physically unclonable functions (PUFs) to provide seguaitd privacy. PUFs provide
an exponential solution to the critical key distributiomplem and can protect against
cloning even if an adversary has physical access to RFID tags

4 Network - Transport Layer

This layer includes all the attacks that are based on the m&aRFEID systems are com-
municating and the way that data are transfered betweemtities of an RFID network
(tags, readers). In this section we describe attacks tfesttdlie network-transport layer
and we discriminate them into attacks on the tags, readssiatand network protocol
attacks. We also provide possible ways to counter thesekatta
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4.1 Attacks on the Tags

Cloning. Even the most important and characteristic feature of REIfesns, their
unigue identifier, is susceptible to attacks. Although ieatty you cannot ask an RFID
manufacturer to create a clone of an RFID tag [26], in pradtihias proven that the
task of replicating RFID tags does not requite a lot of monegxpertise considering
the wide availability of writable and reprogrammable tafys.ominous example is the
demonstration by a German researcher of the vulnerabfli§avman passports [4] to
cloning.

Spoofing.Spoofing is effectively a variant of cloning that does notgibglly replicate
an RFID tag. In this type of attacks an adversary impersenatealid RFID tag to
gain its privileges. This impersonation requires full et the same communication
channels as the original tag. This includes knowledge optb#cols and secrets used
in any authentication that is going to take place.

4.2 Reader Attacks

Impersonation. Considering the fact that in many cases RFID communicasiomau-
thenticated, adversaries may easily counterfeit the igeotf a legitimate reader in
order to elicit sensitive information or modify data on RRHYys.

Eavesdropping.The wireless nature of RFID makes eavesdropping one of ttst sre
rious and widely deployed threats. In eavesdropping anthoauzed individual uses an
antenna in order to record communications between legiéirR&ID tags and readers.
This type of attack can be performed in both directions:ttageader and reader-to tag.
Since readers transmit information at much higher powaer thgs, the former are sus-
ceptible to this type of attacks at much greater distancdsansequently to a greater
degree. The information recorded can be used to perform suphisticated attacks
later. The feasibility of this attack depends on many fagteuch as the distance of the
attacker from the legitimate RFID devices.

4.3 Network Protocol Attacks

RFID systems are often connected with back-end databadasesivorking devices on
the enterprise backbone. Nevertheless, these devicesiszeptible to the same vul-
nerabilities of general purpose networking devices. Flahe operating system and
network protocols used, can be used by malicious attackevedier to launch attacks
and compromise the back-end infrastructure.

4.4 Defenses against Network-Tranport Layer Attacks

Through appropriate data collection, it is possible to dettoned RFID tags. Alterna-
tively, cloning attacks can be mitigated via challenge oese authentication protocols.
These should also support robust anti-brute force mecmanidevertheless, the inher-
ent resource constraints that RFID tags present lead to eidlentication protocols
that are inefficient against determined attackers. JuBl$jds demonstrated some tech-
nigues for strengthening the resistance of EPC tags agagmshg attacks, using PIN-
based access to achieve challenge response authenti¢atldit awareness of the se-
curity implications related to cloning attacks should beekby policy to defend against.
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However, this is not always the case. For instance, noneeofdlintries that issue e-
passports have anti-cloning mechanisms [26] as suggegtide BhCAO 9303 standard

[16]. In order to defend against passive eavesdroppingkatancryption mechanisms
could be used to encrypt the RFID communication. Spoofingpersonation could

be combated by using authentication protocols or a secanddbauthentication such

as one-time passwords, PINs or biometrics. Network pratattacks could be coun-
tered by hardening all components that support RFID comeaatioin, using secure
operating systems, disabling insecure and unused netwot&qnls and configuring

the protocols used with the least possible privileges.

5 Application Layer

This layer include all the attacks that target informatielated to applications and the
binding between users and RFID tags. Such attacks emplaythwrized tag reading,
modification of tag data and attacks in the application naddire. We describe these
attacks as well as possible ways to combat them.

5.1 Unauthorized Tag Reading

Since not all the RFID tags support protocols for autheteitaead operations, adver-
saries may easily read the contents of RFID tags (even froge ldistances) without
leaving any trace.

5.2 Tag Modification

Considering the fact that most RFID tags that are in widesptse today employ user
writeable memory, an adversary can exploit this to modifgelete valuable info. We
have to note here that the ease with which such an attack cparfi@med is highly
dependent on the used standard used and the READ/WRITEcpootemployed.

5.3 Middleware Attacks

Buffer Overflows. Buffer overflows constitute one of the major threats and agnon
the hardest security problems in software. Buffer overflapl@its store data or code
beyond the bounds of a fixed-length buffer. Adversaries ns&yRIFID tags to launch
buffer overflows on the back-end RFID middleware. Althougk tnight not be trivial,
considering the memory storage of RFID tags, there arecstiimands that allow an
RFID tag to send the same data block repetitively [31] in otdeoverflow a buffer

in the back-end RFID middleware. Other options include te of other devices with
more resources such as smart cards or devices that are abteutate multiple RFID
tags (e.g. RFID guardian), or using a tag with more memory tha one expected.

Malicious Code Injection. RFID tags can be used in order to propagate hostile code
that subsequently could infect other entities of the RFIBvoek (readers and connect-
ing networks) [31]. In this scneario, an adversary uses tbmary space of RFID tags
in order to store and propagate the infecting viruses. Aigiothis type of attacks are
not wide-spread, laboratory experiments [31] have prolatithey are feasible. Con-
sidering the fact that middleware applications are usindfiple scripting languages
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such as Javascript, PHP, XML etc. an adversary may expisittiid inject malicious
code in order to compromise the middleware systems. Morefapaly, RFID tags can
be employed in order to perform code insertion in RFID agians that use web pro-
tocols and intercept scripting languages. In the same veayatso be performed SQL
injection [31], a special code insertion attack based orxpeetedly executing SQL
statements that may lead unauthorized access to back-tatthdas and subsequently
reveal or even modify data stored in the back-end RFID midalte.

5.4 Defenses against Application Layer

In order to defend against unauthorized tag reading and ¢atifization, controlling ac-
cess to RFID tags should be our focus. One approach propasstthevuse of aluminum-
lined wallets to protect RFID payment cards and epasspgéinst unauthorized read-
ing. Many companies embraced this solution and sell this tfproducts ([27], [8]).
However since the sniffing of confidential data can neveeebe performed at the
time of actual use, the approach does not seem to be ventiedfeEncryption tech-
nigues, authentication protocols or access control ligtg provide an alternative so-
lution. More specifically, approaches based on symmetryoekesryption [25], public
key encryption [11], hash functions [34], mutual autheatiizn ([28], [7]) or even non-
cryptographic solutions such as pseudonyms [18], have pegosed. However, an
important limitation on employing these schemes in RFIDiays is that the latter
have inherent vulnerabilities such as possible powerrimpgions or the disruption of
wireless channels. Moreover, we have to keep in mind thateyimy all these encryp-
tion techniques even in non-critical applications such RN underwear or chewing
gum is definitely not worthwhile.

Buffer overflows and malicious code injection in the midddew/can be combated
with simple countermeasures. Performing regular codevesto ensure the security of
the system against vulnerabilities and bugs, by for ingamsuring that bounds check-
ing takes place (c.f. [31]). For databases, the use of boananpeters and applying
least possible privileges among other things [13] will hetptect the system. Finally,
in general, turning off unnecessary middleware featuret @18 back-end scripting,
further promotes system integrity. Other simple measurelside isolating the RFID
middleware server so that in case it is compromised, acoebetrest of the network
will not be provided, checking the input data of the RFID niedare and eliminating
special and suspicious characters.

6 Strategic Layer

This layer includes attacks that target organization arglniess applications, taking
advantage the careless design of infrastructures andcafiphs. More specifically in
this layer are included competitive espionage, socialreeeging, privacy and targeted
security threats. We describe these threats and we disossibfe ways that can be
employed to counter them.
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6.1 Competitive Espionage

Adversaries may often have business or industrial conguetis a target. Exploiting the
ability to track and detect tagged items, they may gathéicatiand confidential infor-
mation in order to sabotage their competitors. Such inftionanay include strategies
and practices of the target relating to changing pricesgdyetion schedules [23] or
marketing scenarios. Such attacks can be achieved viadrappéng, or by gaining
unauthorized access to back-end databases etc.

6.2 Social Engineering

An adversary may even use social engineering skills to comge an RFID sys-
tem and gain unauthorized access to restricted placesamation. Instead of going
through the laborious process of hacking/cracking RFID mamications, an attacker
simply use a confidence trick to manipulate people into navgaonfidential informa-

tion. An attacker may simply take advantage of simple actsumfian kindness, such
as holding the door open (whereupon one may enter withoutrlD Radge in an

otherwise restricted area) or lending an RFID tag (wheraupe may retrieve all its
confidential information).

6.3 Privacy Threats

RFID tags respond to any reader, authorized or unauthqnizidtbut giving any indi-
cation about that to their owners. This special feature esexploited by adversaries to
track and profile individuals. The potential collection afrponal information ranging
from purchasing habits to medical information is one of theagest risks in RFID sys-
tems and has led to mounting campaigns against the RFID uBagacy threats can
have various dimensions depending on the behavior of thegwre association of an
individual with an item, the location of the owner, the prefeces of the owner or a
“constellation” of tags [2].

6.4 Targeted Security Threats

An adversary can use the information collected by an assogiar location threat in
order to trigger malicious events and/or physical or etetdtr attacks. Typical example
of this attack is targeting and robbing people who collettable items (e.g watches
or jewelry) trucks or ships that carry valuable or critidaihns.

6.5 Defenses against Strategic Layer Attacks

Attacks in this layer can be defended against using any otthumtermeasures em-
ployed against attacks included in the other layers. Moezipely, for privacy and
targeted security threats a broad range of technical solsifiave been proposed, in-
cluding killing or temporarily silencing tags, blockinga@ss to unauthorized readers
[20], [30], relabeling [17] or clipping [21] tags, using psonyms [18], distance mea-
surements [12] and encryption techniques ([25], [11]).
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However, to effectively counter strategic threats we neambhfrontthem as a prob-
lem that requires long-term effort. Companies and orgaioiza that use RFID systems
should establish and maintain a privacy and data proteptitiny and perform risk as-
sessment to define threats and risks associated to the esd@R#ID infrastructure. It
is important to receive guidance from a privacy officer andgal counsel concerning
the adopted strategic scenarios and privacy related is$hessecurity policy should
be adequately communicated to all employees. The contstraining and education
of the organization’s personnel on RFID security and psvaalicies is essential, as it
promotes awareness and oversight on critical informat@mygiannis et al. [23] pro-
vide a complete list of countermeasures that can be employelininate the business
and privacy risks related to RFID systems.

The privacy issues related to RFID communication should e¢seive attention
from legislators and authorities that may give guidelinest should be followed by
organizations and companies that use RFID systems. TheClentDemocracy and
Technology [6] and the EPC global [9] have already develapsét of guidelines and
principles that can be used by organizations to counteagyichallenges.

7 Multilayer Attacks

A lot of attacks that target RFID communication are not cagtdito just a single layer.
In this category are included attacks that affect multiplgels including the physical,
the network-transport, the application and the strategjer In particular in this layer
are included covert channels, denial of service, traffidyeig crypto and side channel
attacks. We describe these attacks as well as possible wdgéand against them.

7.1 Covert Channels

Attackers may exploit RFID tags in order to create unautteaticommunication chan-

nels to transfer information covertly. Adversaries mayetakivantage of the unused
memory storage of multiple RFID tags in order to securelpgfar data in a manner
that is difficult to detect [22]. For instance, a set of RFIDgédmplanted in human bod-

ies, whose normal purpose would be to identify a person dceedretly report private

information related to medical data or social activities.

7.2 Denial of Service Attacks

The normal operation of RFID tags may be interrupted by imb@ally blocking access
to them. Deliberate blocked access and subsequent desiahate for RFID tags may
be caused by malicious uses of “blocker tags” [20] or the R§tardian [30]. Both

approaches were proposed to safeguard RFID communicatiisst privacy threats.
Nevertheless, they could also be employed by adversaripsrform a deliberate de-
nial of service. Another denial of service technique is thauthorized use of LOCK
commands. LOCK commands [22] are included in several RFiDdsrds in order to
prevent unauthorized writing on RFID tags’ memory. Depagdin the applied stan-
dard the lock command is applied by a predefined password amtiave permanent
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or temporary effects. Moreover, since RFID middlewareudels networking devices,

an adversary may take advantage of the system’s limitediress and cause a denial
of service in the RFID middleware. For instance, sendingeast of packets to the

middleware so the network or processing capacity is swarapddgubsequently denies
access to regular clients.

7.3 Traffic Analysis

RFID communication is also susceptible to traffic analytigcks. An eavesdropper is
able to intercept messages and extract information fronmaroenication pattern. Even

if the RFID communication is protected by encryption andhaatication techniques, it

is still vulnerable to traffic analysis attacks.The gredtbernumber of messages inter-
cepted, the more effective a traffic analysis will be.

7.4 Crypto Attacks

When critical information is stored on RFID tags, encryptiechniques are employed
in order to safeguard the integrity and confidentiality af firotected data. However,
determined attackers are employing crypto attacks to lhteaé&mployed cryptographic
algorithms and reveal or manipulate sensitive informatkr instance, in Holland a
security firm named Riscure [32] has proven that the key us@dDutch passport can
be easily broken using a standard PC performing a brutesfattack for two hours.

7.5 Side Channel Attacks

Side channel attacks take advantage of the physical impittien of a cryptographic

algorithm rather than its theoretical vulnerabilitiesttis type of attacks the informa-
tion that is usually exploited includes timing informatjggower consumption or even
electromagnetic fields. The efficient deployment of sidenclehattacks requires deep
knowledge of the internal system on which cryptographiocgtgms are implemented.

Timing attacks are implemented by examining fluctuationhé@rate of computation of

the target while simple power analysis (SPA) attacks ekirdormation based on the
variations of the power consumption. Differential Poweralsis (DPA) is a special

type of power analysis attacks which is based on the electyoetic variations pro-

duced for instance during the communication between an R&#der and tag. More

precisely, the electromagnetic field variations when anCRiay is performing a cryp-

tographic operation can be used to reveal secret cryptbhigrkpys.

7.6 Replay Attacks

A common defense approach to attacks such as the above, is¢hef a challenge
response protocol. RFID tags and readers usually shareret sexl use a challenge
response protocol to authenticate their identities. Needess, very often this approach
is subject to replay attacks. In a replay attack, an advweimaadcasts a tag’s response
recorded from a past transaction in order to impersonateatine¢o a reader. Typical
example of this attack is the unauthorized access to resdriareas by broadcasting
an exact replay of the radio signal sent from a legitimatetoaiipe reader that grants
access.
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7.7 Defenses against Multilayer Attacks

Covert channels attacks are difficult to detect and defeathay The owners and users
of RFID tags have no knowledge that their tags have been camiped and that they
are used for a covert channel attack. Foiling these attacks iopen research issue.
However, a possible mechanism to combat them should focusdircing the avail-
ability of memory resources in an RFID tag (e.g. clearinguhesed memory every
few seconds or randomizing code and data locations).

Denial of Service attacks and traffic analysis are sevengrggcthreats in all types
of networks including wired. While theoretically these égof attacks can be countered
the scarce resources of RFID tags make their defense pratiteamd remain an open
research issue. Crypto attacks can be eliminated througleitiployment of strong
cryptographic algorithms following open cryptographiarelards and using a key with
sufficient length. Thus, incidents such as the revelatioMlifdre smartcard’s security
flaws [29] can be avoided. Side channel attacks and moresgig®PA attacks, can be
guarded against by limiting the electromagnetic emissidiise system. However, this
usually implies limiting the operational range.

In order to defend against replay RFID attacks some simplatesmeasures exist
such as the use of timestamps, one-time passwords andrafebesponse cryptogra-
phy. Nevertheless, these schemes are inconvenient andiauthtful efficiency con-
sidering the vulnerabilities to which challenge responseqeols are susceptible to.
Another approach is the use of RF shielding on readers irr todienit the directional-
ity of radio signals and subsequently the appearance of st ). Another approach
is based on the distance between the information requasticthe information owner.
Fishkin et. al. [12] implied that the signal-to-noise ratithe reader signal in an RFID
system can reveal even roughly the distance between a readertag. This informa-
tion could definitely be used in order to make a discrimimabetween authorized and
unauthorized readers or tags and subsequently mitigatgyrattacks.

8 Conclusions

Due to the increasingly wider deployment of RFID systemsirtbecurity is more crit-

ical than ever. In this paper, we tried to discover some sireavithin the universe of
possible attacks that can affect such systems. By consgigivé point of attack, its sys-
temic effects and countermeasures jointly, we can obtailie rmoherent view of the
threats and what must be done to counter them.

In this paper, we classified attacks based on the layer tichtisdaking place and
we discussed possible countermeasures that can be usedhbaicthese attacks. We
discriminated them to attacks deployed in the physicalrlape application layer, the
strategic layer and multilayer attacks. Finally, we poiat for which attacks further
research is necessary in order to achieve adequate defgiastahem.
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