Researchers craft first RFID virus - IT Week Page 1 of 4

rk -»View UK websites

mWEI K Register | Update details
RIOIYIS NEWS |MNSVAIRWS COMMENTBLOG JOBS SUBSCRIBE

Public sector

Business Business hardware Business software Communications Employment & Skills Security More...

Learn to Safeguard Your Business

| . . @< 773
Diovenload our fiee white paper and learn how to safeguard your business fram evalving IT
security threats that threaten your small or midsize business. You'll receive a comprehen-

sive list oftips, practical protection measures and maore. Mo registabion reoguired.

[News Bl seorcn LT 108 ZONE
IT Week > News > Hacking & print : Fi4) piscuss : Send to friend Job of the weel

Researchers craft first RFID virus I‘M

Network Systems
Engineers / Architect
How would you like to v
for a Microsoft Gold Par
on some of the most

RFID systems open to viruses

Tom Sanders in California, vnunet.com 15 Mar 2006

RELATED CONTENT

Similar articles

Western Europe slowly
waking up to RFID

Build your own RFID-

Researchers at the VU
Amsterdam university
claim to have crafted the
world's first RFID viruses
and worms.

Organisations are using or
looking to use the wireless
identification tags at

innovative projects of o
time? RM plc is the mar
leader in providing IT
software and solutions !
educational establishme
using cutting edge
technology to deliver th
highest possible quality
products.

blocking wallet checkout stands in stores, — % Related iobs
8 ngalt_fears hold back RFID  for jnventory control in = === !
G warehouses or for luggage T e Embedded Linux

vnunet.com Asia news
wrap: 27 January 2006

Experts unconcerned by
RFID virus

Apple fixes 'extremely
critical' OS X flaws

Windows graphics bug

tagging and routing at
airports.

In an airport scenario, one
maliciously crafted tag on a
suitcase could infect the

http://www.itweek.co.uk/vnunet/news/2152061/researchers-craft-first-rfid

Development Enginee
Cambridge - £30,000
£43,000 - £30,000 -
£43,000 + BENEFITS
EWRS103108

e 2 Senior Visual Basic

Developers to train ir
\/R Nat - £20 NNN nli

3/16/2006



Researchers craft first RFID virus - IT Week Page 2 of 4

opens backdoor

Virus writer steals £70,000
in three days

Patches rain down on OS X

e More stories

News centre

News

Analysis

Comment

Features

Special reports

The past seven days' news
News on your PDA

Forums

Email newsletters

BN Rss feeds

More from vnunet.com

Credit card providers unite
against child pornography
Users choke on price of
Apple's first iTunes movie
Microsoft takes on pirate
software sellers

IT Week is more
than just a newspapear

visiiveu v vUY v

scanning system, which benefits including a fi
could then be instructed to spread the exploit code to all suitcases in the salary pension, staff
system. This could cause a global RFID infection within 24 hours, researcher fl, Staffordshire
Melanie Rieback cautioned. e Embedded Software-
C/C++/Java/DSP-

Hampshire - £Neg/M:z

As the wireless tags are scanned, a specially crafted tag could inject infected Rates, Hampshire

code into the middleware, exploiting security vulnerabilities in components such

as the web server or database, researcher Rieback demonstrated on
Wednesday at the IEEE Conference on Pervasive Computing and

Communications in Pisa, Italy. @

The tag could also embed javascript to execute code on RFID systems
incorporating web based components. The Javascript code could instruct the
system to surf to a specific internet address hosting a malicious payload, or for
instance format the system's hard drive.

Another possible attack method would be to launch a buffer overflow attack
against the RFID reader. The sensor networks typically don't expect buffer
overflow attacks because an RFID tags offers only a limited storage capacity,
but it could be used to cause a system crash.

RFID worms require careful programming. Because of the limited storage space
available, attackers will most likely create code that instructs the system to
download additional exploit code off the internet.

Rieback recommended that software engineers pay close attention to how they
design RFID systems. They should use security practices that are common in
other software implementations, such as limiting privileges for applications and
the removal of features that aren't required.

The university has published a special website on RFID viruses, which also
offers a ten-page paper on the subject that has been submitted to the IEEE.
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