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Abstract

The OpenKnowledge project aims at knowledge sharing
through open and flexible peer interactions. Within this
project, we are developing a system that supports search-
ing, developing and sharing of interactions/workflows con-
sisting of roles implemented by software that can be shared
and executed by peers. Its main requirements are open-
ness, scalability, decentralization and robustness. Part of
this system is a discovery service, which will be the focus
of this paper. This service aspires to fulfill the above re-
quirements featuring a Peer-to-Peer architecture and Dis-
tributed Hash Tables (DHTs) to achieve robustness through
redundancy and scalability through decentralization. Re-
sources are discovered using a set of attribute-value pairs.
A straightforward DHT-based approach that creates a dis-
tributed inverted index suffers from a linear increase of mes-
sages and replicas with the number of attributes. We try to
reduce this number by proposing an efficient multi-attribute
routing algorithm. We emulate and test our implementation
on the DAS-2 distributed supercomputer.

1 Introduction

Peer-to-Peer is a promising technology addressing some
of the major challenges in modern distributed systems since
it provides scalability through distribution of the deploy-
ment cost and all peers have the same functionality, pro-
viding robustness by redundancy.

The EU-funded OpenKnowledge project! has as one of
its goals to build a P2P system, which we call the OK-
system, for sharing knowledge, not only in the form of data
but also in the way the data is processed 2. Using this sys-
tem, people can publish workflow descriptions (also called
Interaction Models or IMs), and peers can subscribe them-

Uhttp://www.openk.org
2for additional information about OpenKnowledge the reader is re-
ferred to: http://www.cisa.informatics.ed.ac.uk/OK/deliverables.html

selves to play one or more of the roles in them. The role-
code (i.e. software) that a peer needs to have to play such a
role can also be shared and downloaded via the OK-system.
Peers can also subscribe themselves to be coordinators of
IMs, being responsible for their correct execution. All com-
ponents of the OK-system will be implemented in a way
that everything runs distributed without any central control.
In this paper we focus on the component responsible for
finding:

o Interaction Models Interaction models define the way
services interact, expressed in a formal language like
LCC[11] or BPEL?. They are described by a set of
attribute-value pairs, they have small size and their
search is facilitated by multi-attribute search. In ta-
ble 1 an example descriptor of an IM is given. The
unique identifier of the IM is Auction5443FF, and
it is described by a set of attributes pertaining to its
use and characteristics. These attributes (e.g. Type or
Role) are fixed for OpenKnowledge, although we will
see later that our discovery service does not depend on
such a fixed schema.

e Service descriptions Services are described by a (po-
tentially large) set of attribute-value pairs. They
are small in size, and expected to be transferred
over the network often. Consequently, we need
efficient mechanisms for multi-attribute search, in-
corporating methods from information retrieval. In
table 1 we show an example descriptor of a ser-
vice description. For example, a user that has
found the example interaction model can search for
{‘IM=Auction5443FF’,‘Role=Buyer’} to find com-
patible service implementations for the role she wants
to play, which is possible because a service descrip-
tion has at least one pointer to a role it implements for
a given IM.

e Service implementations Service implementations are
pieces of software statically bound to a service descrip-

3http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsbpel



tion. They are typically of average size and consist of
a compressed file.

e Coordinators Finally, we need functionality to find co-
ordinators. As can be seen in table 1, a coordinator
should specify the languages it is able to interpret. In-
telligent as opposed to random selection of coordina-
tors for an interaction can have many advantages (e.g.
if we select the same coordinator for multiple invoca-
tions of the same interaction, we can add interaction
participants at runtime).

To the best of our knowledge, there exist no scalable,
efficient and fully-distributed implementations for multi-
attribute indexing and search. The JXTA project claims to
have implemented such a system, but unfortunately, after
conducting extensive tests, we discovered that its imple-
mentation could not scale to more than a handful of ren-
dezvous peers[7]. The focus of this paper is on scalable,
open, efficient and robust publishing and discovery of these
resources through a community-supported Peer-to-Peer sys-
tem.

DHT implementations [10, 12, 1, 9, 2] are currently seen
as an important building block for Peer-to-Peer systems
for storing content in a completely decentralized way [5].
Nodes function autonomously and collectively form a com-
plete and efficient system without any central coordination.
The general idea of DHTs is that each item shared on the
network is hashed to a unique key, and that this key together
with the content (or a pointer to it) are efficiently routed to
the a peer responsible for that key. In this way, each peer
is responsible for storing the content (or a pointer to it) that
is associated with the key. In principle, all DHT-based sys-
tems provide the following functionality: store(key, object)
storing an object identified by its key, and search(key) which
returns the object (when it exists) from the peer responsible
for the key. Current systems need approximately O(log(N))
messages to search or store and each peer needs to keep
from O(1) to O(log(N)) pointers to other peers, where N is
the number of peers in the network [9, 10, 12, 1]. Although
they seem to deal very well with key lookups, automatic
load balancing and robustness, their application domain is
constricted by the absence of efficient methods to search for
richly described content.

The discovery service of OpenKnowledge is imple-
mented as a layer on top of DHTs to provide efficient
discovery, multi-attribute search and distributed storage
through use of the semantics of data being stored. In this
paper, we are providing the fundaments for such a system
by presenting a novel popularity-based algorithm for multi-
attribute search over richly-described content.

In sections 2 and 3, we position our research followed by
its description in 3 We give an evaluation of the system in 4
and we conclude our work in section 6.

1. Auction5443FF {Type=IM,
Descr.Term=Auction, Descr.Term=Buy,
Descr.Term=Sell, Descr.Term=Dutch Auction,
Role=Buyer, Role=Seller}

2. Buyer4325 {Type=Service description,
IM=Auction5443FF, Role=Buyer,
Descr.Term=Buy}

3. CoordinatorFF32 {Parser=LCC,
Parser=BPEL, Certification=Verisign}

Table 1. Examples of resource descriptors.

2 Multi-attribute search by joining single-
attribute searches

It is relatively easy to design a discovery system over
a DHT that maintains a distributed inverted index over all
attribute-value pairs. Namely, to insert a new resource
into the system, one could hash each attribute-value pair
and store it together with a pointer to the resource in the
DHT overlay. Furthermore, to retrieve a resource, for each
attribute-value pair of a query, a lookup on the hash of this
pair is performed and a local join is performed over the re-
sults.

We have just adumbrated the design of a simple DHT-
based discovery system with perfect recall. Be that as it
may, to the best of our knowledge there exists no efficient
implementation of such a system. Where does it all go
wrong?

e Distributed join is costly To perform a distributed join,
the initiating peer has to gather all index entries for all
the attribute-value pairs in the query. The cost of this
can be prohibitively high, especially for queries with
many pairs. The problem is further aggravated by their
distribution of frequency. In document retrieval sys-
tems, terms usually follow a zipf distribution[4] (also
see figure 1). Therefore, a query with at least one of
these common attribute-value pairs will be too expen-
sive to calculate, since it would imply retrieving all the
indexes containing that attribute-value.

Note that it would not be effective to limit the
number of entries sent for common terms, since
there is no way to know in advance which
of these entries are popular.  To illustrate our
case, consider a query for “Type=Service descrip-
tion”,”IM=Auction5443FF”; “Type=Service descrip-
tion” would appear in hundreds of thousands of de-
scriptions while "IM=Auction5443FF” would appear
in only a few.

We can circumvent this problem by storing the entire
description to the peers that correspond to the hash of
each attribute-value pair. Of course, this comes at the
cost of additional storage and bandwidth costs for in-
serting descriptions. On the other hand, it makes query
answering a local operation and querying now costs



only 1 message in the DHT. In the next two paragraphs,
we see why this is still inadequate.

e Load balancing As previously mentioned, the term fre-
quency distribution often follows a Zipf pattern. This
gives rise to severe load balancing problems, consid-
ering that a peer responsible for a very common term
would have to store a large number of descriptions and
process a large fraction of the total queries. To partly
alleviate this problem, we can bound the number of de-
scriptions that a peer can store and send queries to the
peers where each of the attribute-value pairs. Even so,
this would solve the problem only for the querier, since
the peers which would have to store popular content
would be unresponsive for all keys that are mapped
to them. For instance, imagine that the very popu-
lar attribute-value "Type=Service description” and rare
attribute-value "Descr. Term=Dutch Auction” are both
mapped to the same peer. The first will cause the peer
to be overloaded and unresponsive. Despite the fact
that this may not be a serious problem for the popular
term, since descriptions with popular terms are com-
mon by definition, it will be problematic for the rare
term.

e Long descriptions In the previous two paragraphs, we
have assumed that descriptions are replicated to all the
peers responsible for each of their attribute-value pairs.
What if these descriptions are large? It is not unre-
alistic to assume that they contain hundreds of terms.
In this approach, the number of messages and replicas
increases linearly with the number of attribute-value
pairs in the description, which makes the approach
non-scalable.

3 Our approach

As a solution to the problem of managing large descrip-
tions and multi- attribute search, this work is focused on
popularity-based approaches. The key idea is that popular
content is easily available on the network due to high degree
of replication. Therefore, we do not need to spend much ef-
fort on indexing it, in contrast to rare items. It is intuitively
true, and experimentally verified[15], that for very popular
items, we need no sophisticated routing, even a flooding ap-
proach would suffice. In addition, it has also been verified
(looking at the results of previous research) and in [15], that
for rare items, additional effort is required.

In [15], the authors suggest that for queries for common
items, flooding queries is sufficient, while for rare items,
DHTs perform best. Research in the context of the PIER
project * and in [8] also suggests a hybrid flooding/DHT
mechanism (albeit with no efficient way to determine which
items are rare). Indeed, for commons terms we are not in-
terested in getting all results, if there are millions of them;

“http://pier.cs.berkeley.edu

Algorithm 1 Rarity-based walk

Require: A description d with attributes/values (¢1 - - - t5,) and identifier
id . Let parameter PR denote the originating peer set and D the
description set of this peer

Ensure: d is stored.

t:=tm € (t1---tn)|Vt,|Dt| > |Dtm| and P; ¢ Pr
if (¢ = () then
return
else
Pr := Pr Uthis
send(d, Py, ,.Pr)
end if

AU

Require: A query g for terms (¢; - - - tn), originating peer set Pr, the
description set of this peer D.
Ensure: ¢ is forwarded.

1: if (enough results found) then

2 return

3: else

4 t:i=tm € (t1 - tn)|Vt,|Dt| > |Dtm| and Py ¢ Pr
5 if (¢t = () then

6

7

8

return
else
: Pr := Pr U this
9: send(q,Ps,,, ,Pr)
10: end if
11: end if

a hundred would be enough. On the other hand, for rare
terms, we are interested in all results. Nevertheless, most
popularity-based approaches assume prior knowledge of
which items are popular which is unrealistic. Our approach
is to use statistical information, which is automatically cal-
culated in a distributed way, to determine, on-the-fly, which
terms are rare and which queries refer to them, and adapt
the routing process accordingly.

An interesting and relevant approach is Mercury[3], sup-
porting efficient multi-attribute and range search using a
small to medium-size schema. It relies on hubs, consisting
of a collection of peers responsible for storing indexes with
a specific attribute, functioning as a sort of sub-overlays.
Descriptions are routed to all hubs, which means that the
number of messages and replicas is proportional to the num-
ber of attributes in a description. Furthermore, each peer in
the network needs to know at least one peer in each hub,
meaning that the number of peer references that need to be
kept by each peer is at least proportional to the number of
attributes in the system. Needless to say, this approach can-
not scale beyond a schema with a dozen of attributes.

In this paper, we focus on index placement and do not
investigate caching techniques, or the use of shortcuts to
peers that gave good results in the past[14]. The methods
proposed in this paper are orthogonal to them and it may be
expected that both can benefit from each-other.

The novelty of our approach lies in exploiting the struc-
ture in DHTs to extract statistical information useful for
routing, with the goal of alleviating the problems with join-
ing single-attribute searches and current popularity-based



approaches. We will describe an algorithm that uses sta-
tistical information from the local storages of peers to
place descriptors more efficiently. The intuition behind
our popularity-based approach is that rare attribute-value
pairs are preferred for replication, since: (1) For common
attributes-values, it is likely that we will find answers any-
way, since more matching descriptors will exist in the sys-
tem. (2) Rare attributes-values yield a higher information
value. (3) Peers responsible for common descriptions are
likely to be overwhelmed by descriptions.

To illustrate our case, imagine the following re-
source description: In the simple approach described
in 2, the description ‘Buyer4325’ would be repli-
cated to the peers responsible for ‘Type=Service de-
scription’, ‘IM=Auction5443FF’, ‘Role=Buyer’ and ‘De-
scr.Term=Buy’. It is reasonable to expect that a query for
{“Type=Service description’} would be easily satisfied by
many peers. Therefore, it would be a waste of resources
and a network hot-spot to replicate the description to the
peer responsible for this attribute/value pair (i.e. to the peer
where the string ‘Type=Service description’ maps to). On
the other hand, ‘IM=Auction5443FF’ is rare, and the de-
scription should be replicated to the peer responsible for
it, since it would be difficult to find another peer that has
this rare attribute-value. But how do we determine whether
an attribute-value is rare? Unlike previous approaches, we
do not assume external or centralized sources of statistical
information, but rely on the properties of the distribution
of terms into descriptions and the DHT. So, going back
to our example, assume that initially(by random choice)
the peer responsible for ‘IM=Auction5443FF’ is selected
for replication. It is very likely that this peer will already
have descriptions with ‘Type=Service description’ since
(a) “Type=Service description’ is a very common attribute-
value and (b) ‘IM=Auction5443FF’ and ‘Type=Service de-
scription’ are semantically correlated. Therefore, in our ap-
proach, it should decide not to replicate it to the peer re-
sponsible for ‘Type=Service description’ since subsequent
queries including ‘IM=Auction5443FF’ would be answered
by the peer responsible for ‘IM=Auction5443FF’, while
queries including for ‘Type=Service description’ can be
easily answered by many other peers (or at least by the peer
responsible for ‘Type=Service description’).

Our algorithm is described in natural language in the fol-
lowing paragraphs and formally in algorithm 1.

Inserting descriptions Peers pick the attribute/value pair
in the description that has the lowest frequency in their own
descriptions and has not been used for forwarding. If such
an attribute-value pair exists, they mark that is has been used
use its hash-value to map the description on a peer in the
DHT.

Querying For each attribute-value in the description, the
hash-value is calculated and the query is routed to the peer

in the DHT to which that value corresponds. However, if
enough answers are found on the peers en-route, the mes-
sage is not routed further towards the destination peer (ac-
cording to the DHT routing algorithm) and the query pro-
cess for that attribute-value pair stops. This is meant to pro-
tect peers to which popular attribute-value pairs map to.

Compared to an algorithm that replicates according to
attribute-value pairs chosen at random, our approach has
negligible additional computational costs, as both determin-
ing which are the rarest terms in a description and maintain-
ing a list of term frequency is very fast.

Furthermore, it is interesting to note its anytime behav-
ior. In the beginning, when peers have no overview of which
terms are rare, they will replicate descriptions to all peers.
As the number of descriptions in the system grows, so will
the local knowledge in each peer about which attributes-
values are popular since peers can approximate the popular-
ity of an attribute-value by counting the occurrences in their
own data.

4 Evaluation

In this section, we evaluate our approach against an ap-
proach that replicates according to attribute-value pairs cho-
sen at random.

4.1 Dataset

Since, to the best of our knowledge, there exists no
large dataset for resource descriptions for service work-
flows/interaction models, we decided to use a dataset cre-
ated for general-purpose information retrieval, developed
for [13]. We believe that this is a realistic assumption
because, in a discovery setting attribute-value pairs in a
description are semantically correlated. Future research
should give additional insight on attribute-value distribu-
tion. For now, we assume that it is similar which the dis-
tribution of terms in documents. Our dataset was created by
crawling a large number of real user queries from Search-
Spy> and applying a natural language processing method on
the results retrieved for these queries using Google®, to get
relevant descriptions. The input to our system was derived
from the following:

e Corpus We have used a corpus of 260.000 documents,
resulting in the same number of descriptions. Each de-
scription consists of a set of terms.

e Descriptions From these descriptions, we have se-
lected a random set of 100.000. On average, each doc-
ument contained approx. 104 terms (the distribution
is shown in fig. 1). The distribution of terms, as ex-
pected, follows a zipf-like distribution(fig 1). It is in-
teresting that more than half of all terms appear only

Shttp://www.infospace.com/info.xcite/searchspy
Shttp://www.google.com
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Figure 1. Top left: Term popularity. For example, around
280.000 terms appear only once in the dataset, and around 139.000
appear 2 times. Top right: Distribution of the number of terms
per document. Bottom left: Number of terms per query. Bottom
right: Number of results per query (cumulative). We can see that
for approx. 50% of the queries, we have less than 50 results and for
30% of the queries, we have less than 4 results.

1 time, while 1 term appears in more than half of the
descriptions (58204 times).

e Queries To generate queries, we have used the follow-
ing method: (a) Randomly pick the number of terms |¢|
for each query (according to the distribution in 1 (bot-
tom right)). (b) Pick at random a description out of the
corpus. (c) Pick |¢| terms (randomly using a uniform
distribution) from the chosen description and use them
as the query terms.

Figure 1 (bottom right) shows the number of answers per
query; for most queries, there are fewer than 50 answers.

4.2 Criteria

In this paper, we will evaluate our system in terms of de-
scription recall. To gain additional insight, we will always
take into consideration the number of answers in the sys-
tem, but limit the number of answers we are interested in
to (e.g. maximum 50 answers, which is a parameter that
can be changed for each query). The reason behind this,
is that, in a discovery setting, there is no point in trying to
retrieve all answers. Instead, we are interested in getting
enough answers to satisfy the user. Nevertheless, this is not
a limitation of our algorithm itself, it is a choice to make our
evaluation more realistic. Thus, for our experiments, recall
is defined as follows:

|Dreturned ﬂ Drelevant‘
min(‘DTele'uwnt ‘7 50)

DRecall =

4.3 Design, implementation and experi-
mentation

Design Our system is based on a three-layer architecture,
the bottom layer consisting of a DHT implementation. The
second layer consists of an object store and a distributed in-
dex supporting multi-attribute search and relies on the algo-
rithms described in 3. Finally, the third layer is application
specific, in our case the OpenKnowledge service and peer
discovery.

Implementation We have implemented our system us-
ing Java 1.5. For the bottom layer, we have used the FreeP-
astry DHT implementation, version 2.0b’. The second layer
is an implementation of the algorithm in 3 and the random
approach. The application on top is the discovery service
of the OpenKnowledge system[6], as described in the intro-
duction of this paper.

Testing and experimentation We have used the DAS-
2 distributed supercomputer® to test and evaluate our sys-
tem. One node on the DAS-2 acted as a bootstrap, being
used as an access point to the system for the rest. We have
used Globus® to start 500 instances of our system, which
contacted the bootstrap node, and self-organized according
to the Pastry protocol[12]. This process took less than 5
minutes. Next, nodes published in parallel 200 descrip-
tions each (100.000 in total). Finally, each node made 100
queries and collected the results.

We have compared our approach to one that replicates
descriptions according to a subset of its attributes/values,
chosen randomly. For our evaluation, and to have a refer-
ence point, we have chosen replicate according to a max-
imum of 10 attributes/values, thus maintaining 10 index
replicas. An approach that would replicate according to all
terms would offer perfect recall. Nevertheless, it would re-
quire an average of 104 DHT messages and index replicas
for each description, which is not scalable. Subset repli-
cation does not offer perfect recall, but it does reduce the
number of replicas for each description by a factor of 10.
Fortunately, as we will see, it does not lead to a proportion-
ate reduction in recall.

For our rarity-based walk algorithm we have adjusted
Dt,, to get the same number of messages and replicas as
the subset replication approach. Moreover, for querying,
we have used the same policy for both approaches. There-
fore, the network, computational and storage costs for the
rarity-based walk and the subset replication are very simi-
lar.

5 Results and discussion

Figure 2 shows the results for the two approaches. Each
approach required the same number of query messages,

Thttp://www.freepastry.org
8http://www.cs.vu.nl/das2/
http://www.globus.org/
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Figure 2. Description recall as a function of the number of
matching descriptions per query.

an average of 2,5 DHT messages. The first impression
is that, for both approaches and for queries with more
than 300 matching descriptions, we get almost perfect re-
call using ten times less replicas and messages compared
to an approach that would replicate according to all at-
tributes/values. Our rarity-based walk yields a recall in ex-
cess of 60% for queries with only a single matching descrip-
tion, which are the most difficult to answer, outperforming
the subset replication approach by 50%. In total, even for
a relatively small overlay of 500 peers, we gain a substan-
tial increase in recall using the same number of messages.
It is expected that as the network size grows, the recall of
the subset replication will deteriorate faster than that of our
rarity-based walk approach, since the load balancing prob-
lems of the former will be augmented. At the moment of
writing this paper we are expecting that in the following
weeks, the DAS-3 supercomputer' will be made available,
providing substantially greater computational power for ex-
perimentation. Furthermore, we have developed a Grid-
based simulator using the Ibis middleware''. With these
tools we can verify the aforementioned claim.

6 Conclusions

In this paper we outline the functionality and design of
a peer-to-peer system to discover service descriptions, ser-
vice implementations, workflows and peers. We provide an
implementation that incorporates a novel algorithm that re-
duces the scalability problems of multi-attribute indexing
and search in DHT networks by automatically calculating
attribute/value popularity and using it to reduce the degree
of replication. Our implementation was tested by emulat-
ing 500 instances of our system on the DAS-2 supercom-
puter. The results indicate that an algorithm that takes at-
tribute/value popularity into consideration for routing out-
performs an algorithm that does not. Future work lies in

0http://www.cs.vu.nl/das3/
Mhttp://www.cs.vu.nl/ibis

testing how this gain in performance changes as the network
size increases. Besides this, the robustness of our system to-
ward a high peer churn rate needs to be tested.
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