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In this paper the dynamics of trust in the light of experiences is analysed, and
formalized in temporal logic. Thislogic can be used for the analysis and specification of
models for trust evolution and trust update. It is shown for a number of properties of
models for trust dynamics how they can be formalized; also some relevant properties
are shown that cannot be formalised in temporal logic.

1. INTRODUCTION

Trust is the dtitude an agent has with resped to the dependabil ity/capabil ities of
some other agent (maybe itself) or with resped to the turn of events. The agent
might for example trust that the statements made by another agent are true. The
agent might trust that another agent (or itself) is cgpable of performing certain
tasks. In (Castelfranchi and Falcone, 1998, 199&) the importance of the notion
trust is shown for agents, multi-agent systems, and their foundations. (Elofson,
1998 dates that the read and effed of trust in the affairs of individuals and
organizations is largely pervasive. The definition of (Lewis and Weigert, 1985)
refers to observations which in turn lead to expedations. ‘observations that
indicate that members of a system acwrding to and are seaure in the expeded
futures constituted by the presence of each other for their symbolic
representations’. (Elofson, 1998 agrees that observations are important for trudt,
and he defines: ‘trust is the outcome of observations leading to the belief that the
adions of another may be relied upon, without explicit guaranteg to achieve a
god inarisky situation’.

In (Jonker and Treur, 1999 the dynamics of trust in the light of experiences is
analyzed formally. In this paper no commitment or limitation was made to a
specific logical language; the properties were expressed in general mathematically
defined terms guch as trust evolution functions and trust updete functions. For the
purpose of expressvity, the question whether or how the properties can be
formalized in an appropriate logical language was ignored. Therefore, different
possible properties of these models for trust dynamics have been identified and
defined mathematically for which it is not clea a priori whether they can be
formalised in available logical languages as well. Given these properties that have
been identified and mathematically defined, in the aiurrent paper the question of
whether or not (and how) they can be expressed in a logicd language is
considered.

After the preliminaries in Sedion 2, in sedions 3 and 4 a number of properties
of trust evolution functions and trust update functions as introduced in (Jonker and
Treur, 1999 are inspeded. It is shown how some of them can be formalized in
temporal logic, and why some aannot be formalized in temporal logic. Sedion 5
concludes the paper.
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2. PRELIMINARIES

In this paper, trust is considered a mental agent concept that depends on
experiences. This is modeled by a function that relates sequences of experiences
to trust representations. a trust evolution function. Another modeling is given by a
recursively defined function relating a current trust representation and a current
experience to the next trust representation: a trust update function. To obtain a
formal framework, the following four sets areintroduced. A partially ordered set e
of experience values, the set n of natural numbers, the set es of experience
sequences, i.e., functions from n to g, and a partially ordered set T of trust values.
Within the sets e and 1 subsets of positive and negative values are distinguished.
Examples of such sets are the (closed) interval of real numbers between -1 and 1,
or the set {1, o, 13. A trust evolution function is a function t:esxnN - 1. A trust
update function isa functionw: e xT ~ 7. Throughout this paper we assume that the
value of atrust evolution function te at time t+ only depends on the experiences in
the past of t ( future independency).

For a temporal logic formalisation, state atoms are atoms (such as ev(v) and
tv(w)) that express the experience value v and trust value w in a state, and relations
for these values such as < or pos. A dtate is a truth assignment (of truth values true
and faise) to the set of (ground) state atoms; s denotes the set of all states. A
temporal model is a function m: N ~ s. Within the tempora logic the following
temporal operators are used: X with Xa meaning that a holds in the next instant of
time; F, with Fa meaning that a will be true at some time point in the future; and G,
with Ga meaning that a will be true at al future time points. Repetition (n times) of
an operator such as X is denoted by X". For more details about temporal logic, see
(Burgess, 1984).

3. PROPERTIES OF TRUST EVOLUTION FUNCTIONS
EXPRESSED IN TEMPORAL LOGIC

In (Jonker and Treur, 1999) a number of interesting possible properties of trust
evolution functions are defined. For a sample of these it is investigated here
whether they can be formalized in discrete linear time tempora logic. For
motivation and further explanation we refer to the reference mentioned. In stating
the properties we implicitly universally quantify over experience sequencese. The
following properties from (Jonker and Treur, 1999) are considered (here ef [J Es,
stulIN).

Future independence
Future independence expresses that trust only depends on past experiences, not on
future experiences. This is a quite natural assumption that is assumed to hold for
all trust evolution functions. In mathematical terms:

if elst=A||<t then te(e, t) = te(f, )
This property refers to two different histories and compares them. Since in linear
time temporal logic only a reference can be made to time points in one history,
this property cannot be expressed.



Monotonicity
Monotonicity expresses that the more positive the experiences are, the higher the
trust. In mathematical terms:

e<f O te(et)< te(f,t)
Also this property refers to two different histories and compares them, and
therefore cannot be expressed in temporal logic.

Positive trust extension
Positive trust extension expresses that trust is increasing if only positive
experiences are encountered, i.e., after a positive experience, trust will become &
least as much (lesg asit was. In mathematical terms:

Ost [DuON:s<u<t:e, positve] O te(e, s)<te(e,t)
This property can be expressed in temporal logic by the following scheme (that
can be instantiated for al experience valuesv and trust valuesw and w'):

ev(v) O pos(v) Otv(w) OXtv(w) - w<w'
Explanation: if at a point in time the experience value isv (expressed by the dom
ev(v)) and v is positive (expressed by pos(v)), and the trust value is w (expressed by
tv(w)), and the next trust value is w' (expressed by the temporal next-operator X
followed by the @om tv(w')), then w' is at least as high asw.

Degree of trust dropping n
The property degree of trust dropping (or gaining) expresses after how many
negative (or positive) experiences trust will be negative (or positive). In
mathematical terms:
Ot [OkON:tn<ks<t:e negative] O te(e, t) negative

This property can be expressed in temporal logic by the following scheme:

ev(v,) Oneg(v,) OX(ev(v,) Oneg(v)) O...... X" (ev(v,,) Oneg(v,,) OX™(tv(w)) — neg(w)
Explanation: if at a point in time the experiencevalue is ®mev, and v, is negative,
and the same holds for the next n-1 time points, and the trust value after n-1 time
points is w, then thisw is negative.

Positive limit approximation

Positive limit approximation expresses that it is always possible to reaty maximal
trug, if asufficiently long period with only positive experiences is encountered
(and the same for the negative cae). In mathematical terms:

If there exists an M such that for all s > M it holds that e, is maximal (in E),
then an N exists such that te(e, t) is maximal (in T) for all t > N.

This property can be expressed in temporal logic by the following scheme:
FGev(v) - Ll -v>v) - Fevw) - L]~ w >w)

Here [] stands for the conjunction over all experiencevaluesv' and L, for the
conjunction over all trust values w'. Explanation: if a future time point exists sich
that for all | ater time points if v isthe experience value, then no (experience) value
is higher than v, then afuture time point exists sich that for al later time points if
w isthe trust value, then no (trust) value is higher than w.
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4. PROPERTIES OF TRUST UPDATE FUNCTIONS IN TEMPORAL LOGIC

In (Jonker and Treur, 1999 also a number of possible properties of trust update
functions are defined and related to properties of trust evolution functions. Here
we list some of them, formalize some of them in temporal logic and show how it
can be used to reason formally about trust updete functions.

Monotonicity

We @l a trust upcete function w monotonic if higher experience values and

higher trust values lead to higher trust updete values. In mathematica terms:
evli<ev2 & tvl<tv2 O tu(evl, tvl) < tu(ev2, tv2)

Just as monotonicity for evolution functions this property is not expressible in
temporal logic, since @mparison of two states in different historiesis involved.

Positive and negative trust extension
This property states that positive (negative) experiences lead to higher (lower)
trust values. In mathematicd terms:

ev positive O tu(ev, tv) 2tv
This property can be expressed in temporal logic by the following scheme:

ev(v) O pos(v) Otv(w) OXtv(w) - w'sw
Noticethat thisisthe same formalisation as the one for positive trust extension for
trust evolution functions.

Strict positive (negative) monotonic progression
This property is a stronger version of the previous one ad states that postive
(negative) experiences lead to grictly higher (lower) trust values, as long asthisis
possible. In mathematical terms:

ev positive and tv not maximal (inT) O tu(ev, tv) > tv

This property can be expressed in temporal logic by the following scheme:

ev(v) O pos(v) Otv(w) OXtv(w) - (w'>w [ [L W' > w)
Explanation: if at a point in time the experiencevalue isv and v is positive, and
the trust value is w, then the next trust value w' is higher than w or no trust values
higher than w exist.

The following proposition exemplifies how properties of trust updete functions
and trust evolution functions can be related. Based on the formalisations
introduced above, it can be proven within temporal logic.

Proposition
Let w be atrust update function, it some initial trust value and te the trust evolution

function generated by w and i, i.e.,
te(e,0) = it foralle O ES
te(e, t+1) = tu(e, te(e, t)) foralle DES, t0O1

If the set of trust values T is finite and w satisfies strict positive monotonic
progression, then te has positive limit approximation.



5. CONCLUSIONS AND FURTHER RESEARCH

To formalize and analyse dynamic phenomena, often it is implicitly or explicitly
claimed that temporal logic, e.g., linear time temporal logic, is useful; eg.,
(Burgess 1984 Fisher, 1994 Fisher and Wooldridge, 1997). To evaluate such a
claim, this paper investigates the expressibility of a number of possible dynamic
properties of trust dynamics, as identified ealier and formalised in general
mathematical terms, in (discrete linea time) temporal logic. The result of this
investigation is partly positive and pertly negative. Indee, it turns out that a
number of relevant properties of trust dynamics can be expressed. However, aso a
number of relevant properties cannot be expressed in standard temporal logic.
Although primarily the use of linea time temporal logic was investigated, the
reason for this lack of expressivity (i.e., the impossbility to refer to and compare
different histories) turns out to be rather fundamental; for example, for the same
reason, also branching time temporal logic will fail to expressthese properties. In
further resead it will be investigated whether and how dynamic properties of trust
can be expressed in a logical language in which explicit reference @n be made to
different traces of histories.
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